
 

 

DIGIWORLD 

Warm-up exercise 

 

Staying Safer Online: Level 1 
 
Learning objective: to be able to identify safe and risky messages online. 
 
There are three tasks on this worksheet.  
 
Students need to: 

● Work out which messages are safe, and which are risky: 
Individually or in small groups students should decide if the messages are safe or risky. 
Student need to tick the correct column for each message. 
 

● Write out three tips on how to work out if a message is safe or risky: 
Students need to decide what the clues are to help them spot if a message is safe or 
risky. They should then write out three of these on the worksheet. 
 

● Discuss how to work out if a message is safe: 
In pairs, small groups or as a whole class invite students to each share one of the three 
tips they wrote out and say how they can work out if a message is safe. 

 

Staying Safer Online: Level 1 Example 
 
Learning objective: to be able to identify safe and 
risky messages online. 
 
Task 2 Examples: 
Do you know who the sender is? Are they asking for 
personal information?  
 
Task 3 Examples: 

● You know the person sending the message. 
● They are someone you trust. 
● They are being kind. 
● They are not asking for anything that makes 

you feel uncomfortable or unsure. 
  

 



 

 

DIGIWORLD 

Warm-up exercise 

 

Staying Safer Online: Level 2 
 
Learning objective: understand how to spot something unreliable online. An introduction to fake 
news. 
 
There are three tasks on this worksheet.  
 
Students need to: 

● Circle all the statements that give signs of an unreliable website: 
Individually or in small groups students should read all the statements and circle the 
statements that give signs of an unreliable website. 
 

● Create one fake news story and one reliable news story: 
Students should design their own ‘fake news’ story using the signs of an unreliable 
website to help them create their own example. Students should then create one reliable 
‘true’ news story. 
 

● Discuss how to spot signs of an unreliable website: 
In small groups or as a whole class, students should discuss their examples and explain 
how to spot which is the unreliable news story and which is the reliable ‘true’ story.  

Staying Safer Online: Level 2 Example 
 
Learning objective: understand how to spot 
something unreliable online. An introduction to fake 
news. 
 
Task 3 Examples: 

● It may have a strange web address (URL). 
● There is no green padlock to show it is 

reliable and secure. 
● There may be poor grammar and lots of 

spelling mistakes on an unreliable website. 
● The website could have strange popups 

appear 
● The news stories may seem strange or 

unreal.  
● The author of the website may be unknown.  

 
  

 



 

 

DIGIWORLD 

Warm-up exercise 

 

Staying Safer Online: Level 3 
 
Learning objective: evaluating whether something is risky or safe online and why. An 
introduction to phishing. 
 
There are three tasks on this worksheet.  
 
Students need to: 

● Categorise the statements into the correct columns: 
Individually or in groups students decide which category each statement should go into. Is 
it an example of phishing, fake news, risky contact or safe contact? 
 

● Use the library to write definitions for phishing scam and fake news 
Give students copies of the Digiworld library. Ask them to find the definitions and to then 
write their own version of the definitions. 
 

● Discuss the difference between phishing scams and fake news: 
Using their own definitions to help them, students should explain the key differences 
between phishing scams and fake news.  

Staying Safer Online: Level 3 Example 
 
Learning objective: evaluating whether something is 
risky or safe online and why. An introduction to phishing. 
 
Task 2 Examples: 
Phishing is when scammers attempt to trick you into 
giving out personal information such as your bank 
account numbers, passwords and credit card numbers.  
 
Some fake news is deliberately made up stories or 
images with the aim of making people believe something 
that isn’t true. Others have some truth to them, but may 
be misleading, including some false information that 
hasn’t been checked properly or with facts that have 
been exaggerated by the author. 
 
Task 3 Examples: 
Phishing scams try to get you to do something, so they 
can steal your personal information or money from you. 
Fake news may be spreading hate or just unreliable and 
misleading information. 

 


